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1.1. ota fFHENMNELE, THRERBFHA ota,

nor JEMRHLEF dfu_ctrl.c
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1-05) | dfu_ctrl.c (D:\IDW27\SF32LB52x\..\dfu) % '[{ Search Res

uints_ + dfu_get_backup_mode()
{

dfu_ctrl _env_t *env = dfu_ctrl_get_env();
return env->prog.backup_mode;

}

static bool dfu_check_image_need_force_up:
{

dfu_ctrl _env_t *env = dfu_ctrl_get_env();
for (int i = ©; i < DFU_IMG_ID MAX; i++)
if (env->prog.image_state[i] >= DFU_IMAGE_STATE_

return true;

}

return false;

! v

void enter_user_rboot_ota(void)

{
dfu_ctrl_env_t *env = dfu_ctrl_get_env();
env->prog.state = DFU_CTRL _FORCE_UPDATE;
dfu_ctrl_update_prog_info(env)i‘

¥
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watch/service/app_service/app_pm.c: ee69c@45 ‘ ‘ watch/service/app_service/app_pm.c: 2ed95e5b

396 </ 394

397 #if - defined (BSP_USING_DFU)</ 395 #if - defined (BSP_USING_DFU)</

398 .- - -if. (@x0L-==-HAL_Get_backup(RTC_BAKCUP_OTA_FORCE_MODE))<' i ==-HAL_Get_backup(RTC_BAKCUP_OTA_FORCE_MODE) )</

-app_dfu_err_open() ;<

-app_dfu_err_open() ;<
“HAL_Set_backup(RTC_BAKCUP_OTA_FORCE_MODE, - @X@@) ;<

HAL_Set_backup(RTC_BAKCUP_OTA_FORCE_MODE, - @X@@) ;<

11 -elsed elses!
juE 4041#end1F /*-BSP_USING_DFU-*/+! | 402#Endlf /*-BSP_USING_DFU-*/+!
........ I ceeeeenfd
4esmf defined (APP_SHITCH_ANIM_DEFINED) ' 404#1( defined (APP_SWITCH_ANIM_DEFINED)<
207 -power_on_anim_open(POWER_ON_ANTM, - APP_GET_SWITCH_ANIM_GIF(gif_power_on), 0); < 405 -power_on_anin_open (POWER_ON_ANTM, -APP_GET_SWITCH_ANIM_GIF (gif_power_on), 0); <
108 #endif. /. - APP_SWITCH_ANTM_DEFINED. * /<! 106 #endif. /. -APP_SWITCH_ANTM_DEFINED. */-]

--service_flashdb_init();<
app_alarm_comm_init();<
app_watch_power_on_callback();<

--service_flashdb_init();<
-app_alarm_comm_init();
- -app_watch_power_on_callback();¢'

o //-FFBlRS
- app_motor_period_shake (MOTOR_SHAKE_INTENSITY_4, -1000, - 800, -200);
o /1 BEE#otatFid
+ app_force_ota_flag_set();
414 - -d o
415 #if-defined (RT_USING_RTC) -&&-defined(RT_USING_ALARM) - &&- defined (APP_POPUP_WIN DEFINED)@ 417#Jf defined (RT_USING_RTC)-&&-defined(RT_USING_ALARM) - &&-defined (APP_POPUP_WIN DEFINED)@
a16]-------- hw_remind_init();< 18- -- hw_remind_init();<
417 #endifd 419 #endifd
MO . snn owstch theosd rocima nnianibo/falealeol AIB . sen stk dheosd rocima anianido/falealeol

app_factory_info.c

app_factory_info.h

1.3. dfu_link_sync_check error
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app_flash_log.c (D:\IDW27\..\app)

DFUCTRLEXT: ble dfu_flash write

ta

OFFSET 5574656, SIZE 2048, addr 0x2009df44
s

DFUCTRLEXT: dfu_link_sync_end
DFUCTRLEXT: dfu_link sync_end

DFUCTRLEXT: dfu_Llink sync_check erro
DFUCTRLEXT: dfu_link lose
APP.UL: app_get_ota_status: ota

2723
heck req index 2723, rsp 0
LS running

sibles: rev wr rsp:left_txnum 8

=

DFUCTRLEXT:

“unni
remote lost

DFUCTRLEXT: dfu_link_sync_end
DFUCTRLEXT: dfu ctrl error_handle

APP.UT:

event 9

DFUCTRLEXT: DFU_FLASH_MSG_TYPE_EXIT

DFUCTRLEXT: mb delete

[APP_OTA]: app_ota_file_decode: event 9 DFU_APP_ERROR_DISCONMECT_IND
[APP_OTA]: app_ota_file_decode: ota err, res overwrite 1

[APP_OTA]: app_ota_recv_deinit

app_active_action: action

L0te

ta

[APP_OTA]: app_ota_abnormal_mod

» ota_install_

ta
1):ota

dfu ctrl.c

Svm

bol Name (Alt+L)

-2l dfu_ctrl_install_completed
-zl dfu_protocol_close_handler
-zl dfu_link_lose_check _rsp

| dfu_protocol_packet handler
2l dfu_serial_transport_error_hand
Zl dfu_ctrl_update_prog_info

# error "FlashDB shall be enabled’

- Zl dfu_ctrl_enter_force_update_stz
- Zl dfu_ctrl_timer_2_normal_mode_
-zl dfu_ctrl_enter_idle_state_of_nor
-zl dfu_ctrl_error_handle

-zl dfu_ctrl_timer_handler

-zl dfu_link_lose_check req

&l dfu rsp sync handler
Bl Gk syne check |

Zl dfu_sync_timer_handler
Zl dfu_sync_erase_timer_handler

- Zl dfu_link_sync_start
-2l dfu_link_sync_end
-zl dfu_register

-zl dfu_flash_addr_set
-zl dfu_flash_addr_get
-zl dfu_flash_addr_reset

£l dfu_ctrl_reboot_handler

£l dfu_respond_start_request_ext
Zl dfu_respond_start_request
Elrun imn

Az [E 2% 3 &%

13} fanondfu ctrl env t):;prog pata Member in dfu_internal.h (DANIDW27\..\dfu) at line 442

= |

app_status.c (D\IDW27\...\watch_data)

|

|

¥

i

_window_handle_

g

g

g

ing state @

tate 0,
] abnormal

P e e e _——

- e

ftl_flash_drv.c (D:\IDWz

Lm oer eor owew - R

dfu_ctrl.c (DAIDW27\SF32LB52x\..\dfu) ¢ | dfu_ctrl_ext.c (D:\IDW27\..\dfu)
if (env->mode == DFU_CTRL_NORMAL_MODE)

-+ — mam

dfu_protocol_session_close();

dfu_ctrl_error_handle(env);

static bool dfu_link_synec_c heck()/
{

dfu_ctrl_env_t *env = dfu_ctrl_get_env();
uint32_t current_value;
uint8_t current_rsp;

if (env->mode == DFU_CTRL_NORMAL_MODE)
{

current_value = env->ota_state.fw_context.code_img.curr_img_info.img_info.d1l_info.curr_pkt_num;
current_rsp = env->ota_state.fw_context.code_img.curr_img_info.img_info.dl_info.num_of_rsp;

else

current_value = env->[Hgas
current_rsp = env->prog.fu

fw_context.code_img.curr_img_info.img_info.dl_info.curr_pkt_num;
context.code_img.curr_img_info.img_info.dl_info.num_of_rsp;

~

i
if (env->sync_size == current_value)

LOG_I("dfu_link_sync_check error %d”, env->sync_size);
dfu_link_lose_check_req(env->sync_size, current_rsp);
dfu_link_sync_start(DFU_SYNC_TYPE_RSP);

return false;

env-»sync_size = current_value;
return true;

« end dfu_link_sync_check

static void dfu_synec_timer_handler(void *para)

edef struct

T
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28 ota 2B, MEARE. TRPOARLARE. HOOARLLTEET, T
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L532511/9)] DFUCTRLEXT: packet count(>1200), len(Z2084)

<t
&p

[53251202] APP.UI: app_get_ota_status: ota is running
[53251210] sibles: rev wr rsp:left_txnum 8

[BLE_PLATFORM] (184) :BLE_EVENT:SIBLES_WRITE_VALUE_RSP
ble_channel_evt:BLE_GATTS_EVT_HUN_TX_COMPLETE
[DATA_CHANNEL_MANAGER] (548) :receive_msg type 0 msg_id 5
ble_channel_msg_id:MSG_CHANNEL_ID_SEND_COMPLETE
53253864} drv.i2c: bus err:1, xfer:0/1, i2c_stat:24, i2c_errcode=20
53253872] drv.i2c: reset and send 9 clks

[53256131]
[53256134]
ES3256139]

53256143]
[53256147]
[53256153]
[53256158]

reamsec2a1

sibles: ch_id 1

sibles: tb cb:100e0361,1id:3

sibles: tb cb:100e2c2d,id:4

sibles: tb cb:100dee99,id:1
il el U_1mg_send_end_handler
DFUCTRLEXT: dfu_link_sync_end
DFUCTRLEXT: DFU_FLASH_MSG_TYPE_VERIFY

-

Arsr 3%+ racar and cand 0 AlLe

1.5. nor X ab X&EHFE&

Frr& bin &4} otapatch.zip

53258792} drv.i2c: bus err:1, xfer:0/1, i2c_stat:24, i2c_errcode=20

53258800] drv.i2c: reset and send 9 clks -
[53263728] drv.i2c: bus err:1, xfer:0/1, i2c_stat:24, i2c_errcode=20 '
[53263736] drv.1i2c: reset and send 9 clks

[53268664] drv.i2c: bus err:1, xfer:0/1, i2c_stat:24, i2c_errcode=20

[53268672} drv.i2c: reset and send 9 clks

[53273600] drv.i2c: bus err:1, xfer:0/1, i2c_stat:24, i2c_errcode=20

[53273608] drv.i2c: reset and send 9 clks

[53278528] drv.i2c: bus err:1, xfer:0/1, i2c_stat:24, i2c_errcode=20
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1.6. app_ota_service

£l app_ota_parse_path break;
F loreiiaeme
1 app_ota.file_close
] app_ota reserve cont space TTTTTTIIIIORC TEC BEGTNTII Iy

T e T case DFU_APP_RES_INIT_COMPLETED

[ i i Tz diee e RT_ASSERT(app_ota_recv_info);

£l app_ota close device dfu_file_init_completed_t *info = (dfu_file_init_completed t *)param;
i = e =_t block_size, block_free

.»dnpp,o R  ota_get_Fs_ _RES_PATH, &block_free, &block_size);

£l app_ota restore bt if (infe->remote_block > block_free)

e o s s e

JHEER RS ETNG MSG ENDH+++stsrs)

. LOG_W("®s: need blocks %d > free %d, to overwrite”, _ func__, info->remote_block, block_free);

PPp_ota recy s overwrite = 1;

il app_ota_send_msg_to_bg 3

2l app_ota_get fs info L0G_I("%s:DFU_APP_RES_INIT_COMPLETED, resume_result %d, romote_block %d", __func__, info->resume_result, info-rremote_block);
2l app._ota_file_init_response 3 break;

xlal indle_ui_rs) case DFU_APP_RES_INIT_REQUEST:

.zl app_ota_handle_ui_rsp

dfu_event to_name 1

.zl app_ota_ignore_msg
2l app ota install fail to_reboot

//app_ota_running_set(true);

&l app_ota rfication ota_file_list_init();
]app _ota file decode | Gfu_file_init_ind_t *info = (dfu_file_init_ind_t *)param;
2] dfu_event to_name app_ota_set_start_info(info
M EVENT TO_NAME if ((ret = app_ota_ui status get()))
2l app_ota_event callback ! LOG_E("%s: INIT_REQUEST ui %d is not support ota ", _ func__, ret);
Zl app_ota_abnormal_mode app_ota_file_init_response( _UI_NOT_SUPPORT, DFU_APP_RESUME_RESTART, @, @);
_ﬂ,w:oh:in;‘ B y goto LERR;
=l app_ota_progress_register if ((ret = app_ota_version_valid()))
& INIT_APP_EXPORT {
& if defined RT USING_FINSH LOG_E("%s: INIT_REQUEST ota version is invalid ", _func_);
e = = app_ota_file_init_response(OTA_VERSION_INVALID, DFU_APP_RESUME_RESTART, @, @);
e v goto 1EAR; app |
P
Pa—| 5]6 == >3 A
FHRMEAZE S TR EEXA case
2l app_ota_font_check 3‘
3’pp-m-'"s'al!-'°s°”'°e-'°’dy~°b SENapp_ota_window_main[QEstieyFry)
.2l app_ota_sync _install_resource { o
B app_ota_running_set RT_ASSERT(msg) ;
B close display uint16_t idx = *(uintl6_t *)msg;
il app_ota_shutdown if (idx == APP_OTA_IMG_START_IND)
2] app_ota_battery data_cb { g B i T
2] app_ota_sync_create tip_area _ g_ota_info.event = APP_OTA_ING_START_IND;
5 }
.z] app_ota_sync _init_page else if (idx == APP_OTA_INIT_IND)
] ta_get,
;‘:zz':‘a'fﬁ"j::g‘::: data rt_memcpy(&g_ota_info, msg, sizeof(ota_app_start_t));
3 o S o bl
£l app_ota_sync_keypad handler if (gui_app_is_actived(4PP_ID))
2] app_ota_close _sensor {
g]oips-tart- - LOG_L3("jump_to_ota_sync_page: app is running!");
o if (g_ota_info.event == APP_OTA_INIT_IND)
2] on_resume {
= app_ota_progress_register (app_ota_get_progress);
2] on_pause
z app_ota_send_msg_to_bg(DFU_ERR_NO_ERR);
2] on_stop delete_all_popup_window();
2] msg_handler if (p_ota_sync && p_ota_sync->content)
% APP ID . 1v_label_set_text(p_ota_sync->content, “"OTA SRC");
.2l app_main return;
z }
AT T
app_ota_nand_pop_window gui_app_cleanup_now();
z] app_ota_create_page gui_app_run_now(APP_ID);
2] app_ota_window_handle _event ¥:x-end 3pp_ota.) nain
gtm&:&;ﬁ;ﬁxﬁgﬁﬂmbm extern void app_ota_nand_pop_window(uints_t *, uints_t);
= = static void app_ota_create_page(void *msg)
smlE=len| m s =
5 A HE] s
S MRHZESEF app_ota_send_msg_to_bg [ s
-£l on_resume ¥ x - o X - "
£] on_pause app_oFa_sync_msta _resource(5@, app_ota_install_resource_ready_cb);
break;
] on_stop 3
o | msg_handler 1{:ase APP_OTA_INIT_IND:
-4 APP_ID is_nand_overwrite = @;
-] app_main app_ota_create_page(msg);
pp_mai t t
-£] app_ota_window_main o break;
S 3
- app_ota_nand_pop_window case APP_OTA_FILE_TOTAL_END_IND:
] app_ota_create e { .
= PP_ e J)a dl ota_app_end_t *info = (ota_app_end_t *)msg;
-d_ L4 indow_handle eve p_ota_sync->hcpu_upgrade = info->hcpu_upgrade;
£ jump_to_ota_sync_page p_ota_sync->res_overwrite = info->res_overwrite;
Jjump_to_ota_sync_pag t it inf it
® BUILTIN APPLICATION HIDDEN I_.OG_I( '%s: APP_OTA_FILE_TOTAL_END_IND, bin_upgrade %d, resource overwrite %d", __func__, p_ota_s)
= = v if (!p_ota_sync->hcpu_upgrade)

app_ota_abnormal_mode X/NMEAOZEZMEARE 0, BHAARBRERIANREHARFE ota,

app_ota_running_set ota ZERESE 1

2. FHiw
2.1. ota g app BEFRILEEE

10S ZERIFTH IS ZF uinEEF3RES, FRUBES disable service, FHLIHS




Zl| serviceModified E4, HEXNEGHZFEHLIRS .
app EEBE R EEIRE, XM T, LI T— 1RV SHEE

2.2. HE# sdk, Android E&X%¥F app Ba/KEHEK

siflidfu #FFEPE activity AR, FBE app 5 1.1.26 Z/F5H] sdk i A&

1.1.26 [u

Release Android 1.1.26
RITEHN

B SifliDFU-release-1.1.26.aar 68118

2.3. F#l app VI/5 &S ble i ILBTE

09-12 15:37:10.986 D/BtGatt.GattService(12747): writeCharacteristic() - trying to acquire permit.
09-12 15:37:10.988 D/BtGatt.GattService(12747): onWriteCharacteristic() - increasing permit for address=18:09:FC:F2:BA:43
09-12 15:37:10.992 D/BtGatt.GattService(12747): writeCharacteristic() - trying to acquire permit.
09-12 15:37:10.994 D/BtGatt.GattService(12747): onWriteCharacteristic() - increasing permit for address=18:09:FC:F2:BA:43
09-12 15:37:11.002 D/BtGatt.GattService (12747): writeCharacteristic() trying to acquire permit.

(
(
(
(
(
09-12 15:37:11.004 D/BtGatt.GattService(12747): onWriteCharacteristic() - increasing permit for address=18:09:FC:F2:BA:43
(
(
(
(
(

09-12 15:37:11.010 D/BtGatt.GattService (12747): writeCharacteristic() trying to acquire permit.
09-12 15:37:11.011 D/BtGatt.GattService(12747): onWriteCharacteristic() - increasing permit for address=18:09:FC:F2:BA:43
09-12 15:37:11.017 D/BtGatt.GattService (12747): writeCharacteristic() trying to acquire permit.
09-12 15:37:11.018 D/BtGatt.GattService (12747): onWriteCharacteristic() - increasing permit for address=18:09:FC:F2:BA:43
09-12 15:37:11.025 D/BtGatt.GattService (12747): writeCharacteristic() trying to acquire permit.

09-12 15:37:11.027 D/BtGatt.GattService (12747): onWriteCharacteristic() - increasing permit for address=19:09:FC:F2:BA:43
09-12 15:37:11.033 _D/BtGatt.GattService(12747): writeCharacteristic() trying to acquire permit.
09-12 15:37:11.034[W/ActivityManager ( 1670) : Stopping SeEviGe due to app idle: ula346 -2mé9s574ms com.example.otatest/com.sifli.siflidfu.SifliDFUService

09-12 15:37:11.036 D/BtGatt.Gattoervice (12747) : onWriteCharacteristic() - 1NCreasing permit Lor address—18:09:FC:EZ:BA:Z

08-12 15:37:11.041 1/sifli-DFU(29411): release

09-12 15:37:11.046 D/BluetoothGatt (29411): cancelOpen() - device: XN:¥N:XX:¥X:BA:43

09-12 15:37:11.053 I/bthal.flowcontrol( 1169): HciEventPreProcess: HCI Event Oxe Opcode 0xfd59 Length 22 unhandled by ControllerActivityWatcher
09-12 15:37:11.053 D/BtGatt.GattService (12747): writeCharacteristic() - trying to acquire permit.

09-12 15:37:11.055 D/BtGatt.GattService(12747): onWriteCharacteristic() - increasing permit for address=18:09:FC:F2:BA:43

09-12 15:37:11.058 I/bt_btif gattc(12747): packages/modules/Bluetooth/system/btif/src/btif gatt _client.cc:360 - btif gattc close impl: client if=13, conn i
09-12 15:37:11.058 Ifgatt_api(12747): GATT Disconnect: conn_id=13



2.4. iPhone8 Y B frequency o] DL 5(X <= H IR ble

ZHiRE, app A ERBIBEBSBFRENIE)

Parameters

:ntifier
eFilePath

dobjc public func ( i Styrrgy ey

:[sFNorImageFileInfol, ool UInt8 = 28) -

JRA: AEFHE iphone FH L, EARIFHFEMEAN 20 MR A, B8R, Wit
E#E.
HIMT— TH KT T iphone 8, EMEHREIRE] 5 EBEINE.

2.5. FHLER app HEXNAE

KREFRRE, BEEANELFREE, T8 bin A

& GTX12_HCPU Project - Source Insight 4.0 - [dfu_ctrl_ext.c (DAGI2\.\dfu))

File Edit Search Project Options Tools View Window Help
9 [SsHES S Foanloo- e s RO el + | Slodar === f=F ] OREHDIEM »H
ble_service.c (D\gtx12\..\ble_service) | ble_service.h (D:\gtx12\..\ble service) | dfu_ctrl.c (DAgtx12\SF32LB5xx\..\dfu)  dfu_ctrl_ext.c (D:Agtx12\.\dfu) % | dfu_internal.h (D:\gtx12\..\dfu) Search Results

struct fdb_kvdb g_dfu_ext_db;
dfu_ctrl extc * p_dfu _ext _db - "g dfu_ext_db;

Project Files 3
t Ldfu ot ob cl(h. 512

@ g dfu_ext db

HE_TAl —
FU. NN ; v ¢ 3
@ p dfu_ext db == File Name
£ § if (FDB_KV_CACHE_TABLE SIZE == 1)

@ g_dfu_ext_db_cache vt g_dfu_ctrl_ext_env; ::‘f"‘"‘;";
& endif ctrl error_handle(¢fu ctrl_ext_env_t “env); d,zf:'l';:h
@ g _dfu_ctrl_ext env ble_dfu_flash_ write thread start( ARTE
& dfu_ctrl_error_handle dfu ctrl.c
ﬂzl; ::lr‘l 1:2 rite_thread _start ia dfu_ctrl_ext_init_env(wid)

2 dfu ctrl_ext_get env © memset((vold *)ag_dfu_ctrl_ext_env, 0, sizeof(g_dfu_ctrl_ext_env)); :fmu,flainli
. install.c
L4 dfu progress mode J e

dfu_internal.k
@ g _dfu_ext p_default static dfu_ctrl ext_env_t *dfu_ctrl_ext_get_env(void) dfu_port.c
@ default_dfu_ext_kv_set = = s dfu_port_srv.
= & ifdef FDB_USING_KVDB return &g_dfu_ctrl_ext_env; dfu_protocol

2] dfu_ext_db_init } dfu_sec.c

4 include *falh* X

t g dfu_progress_mode -

i dfu_service.h
33?5"& update_prog_info_ext t gdfu_ext_p_default(] dfu_utilc
2] dfu_ctr . prog_info_ digital_agc.
§ error "FlashDB shall be enabled” struct fdt ode default_dfu_ext_kv_set[] - d;g;‘:r:g: ;
alinit_flash_des :
5 SR {DFU_DOWNLOAD_ENV, (void *)g_dfu_ext_p_default, sizeof(g_dfu_ext_p_defoult)}, direnth
2l dfu ctrl ext init b diskio.h
Az [E 2T 14 #8014

15! DFU PROGRESS TOTAL Enum Constant in dfu_internalh (DA\gtx12\\dfu) at line 196,

R LR
BNbin3FHE

} dfu_ctrl_img_state_t:
typedef enum g

b riocics i ISbeiisss
dfu_pro;ress mode_t;

Z-EWP%mMmHI#ﬁEH%MMHX#E SOTED
i
FHEEMXMH, IR app RS FRAAIE



cazoo.

G
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B
B
=343
B

sania A T

J > =+ wxid i3hdk76orgeu22 > FileStorage > File > 2024-09 > 9595572a6961f56ccd26835f1ch98fbazip 1E 9595572a696156
N HE =ZE- [ClE=:2 =
B h ESid) A ERR FiN = EMEE
ctrl_packet.bin BIN 32 1KB & 1KB 0% 2024/8/29 18:24
outER_IROM1.bin BIN 32 2092KB & 3,103 KB 33% 2024/8/29 18:24

controlImageFilePath=file;
tryResume=true
responssFrequency=5

imageFileInfos.count=4

g
34
B
B

ImageFileInfo[0]={path=file:///var/mobile/Containers/Data/Application/7SDD4C09-2308-40CF-A093-69C12ASE4BT4/Documents/SiFliFlie/7807/siF1i/outER_TROMI bih, imageID=NorImageID}
ImageFileInfolll=({path=file: ar/mobile/Containers/Data/Application 4 8-4 A093-69C12A5R4874/Document s EYALT: - bih, imageID=NorImageID}
ImageFileInfo[2]=(path=file:///var/mobile/C i Data/application/75DD4c09-2308-40CF-A093-6SCI2ASR4BT4 Sif1iF1ie/7807/5if1i/outeR_IROMI.bih, imagelD=NorImageID)
ImageFileInfo[3]={path=] n. ipageID=NorImageID}

3.ota E4FTEHA

ota_pa

ota_pa

cket_make_nor BJZ.7z £ #I{E nor flash ota.bin YA
cket_make_nand BZK.7z Z#J{E nand flash ota.bin A

AEERH, ERX2E4ETT R AT image

ota_pa

cket_make_nor J{Z.7z

ota_packet_make_nand JZK.7z


https://drive.weixin.qq.com/s?k=AOgA0gePAA8UBZTjxBAcEAlwZJAIU
https://drive.weixin.qq.com/s?k=AOgA0gePAA8VxqVllhAcEAlwZJAIU
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